1. Posters that fully meet the assessment criteria.

Undergraduate

Advancements in Unmanned Naval Systems

AND HOW THEY ENABLE HYBRID WARFARE TODAY

ABSTRACT

INTRODUCTION

Hybrid Warfare:

The coordinated use of traditional and
non-traditional military action to achieve
strategic military to political objectives.
Conducting offensive operations that fall below
the threshold for a conventional military
response by the opposing force, allowing for
early intervention and plausible deniability.

Maritime Hybrid Warfare in the Ukrainian conflicc

Ukrainian naval drones are the comerstone of
the AFU’s A2/AD network in the Black Sea,
pushing the Russian fieet out of Sevastopol

Russian autonomous systems interfere with
Westem states supporting Ukraine's war effort,
with actions that fall below the threshold for
conventional response.

A Technology Centred Conflict:
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The employment of new technological enablers

often from civilian industry, has rapidly chmged' rﬁ‘.‘-’.

Ukrainian and Russian force structures.

Naval drones are emerging as a key feature of
maritime hybrid warfare that forces around the
world should expect to encounter in an
increasingly tumultuous future.
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LEO Communication Satellite Constellations

= Constellations of satellites in LEO require
much smaller terminals and provides much
higher bandwidth

= Real-time control 800 km away from control
station

=« The Ukrainian Magura v3 and Russian
Murena 300S use such systems

Multi-mission USV configuration
« Ukrainian USVs are built around the 1-way
attack profile
= Flexible platforms allow for modifications to
aid this mission, namely rockels and IR
missiles, and FPV drones

Improved UUV Communication and Autonomy o —
« Improved communication reduces —
dependence on tether, increasing
independence, range, and autonomy
Russia is developing the ANGAPP among
other UUVs for seabed operations

CONCLUSIONS
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Hybrid Warle:l!e atnde%lman Security

Hybrid warfare (HW) despité Through assessing the war in Afghanistan and the invasion of Ukraine it is clear that: Case Study 1: The Taliban
commeon perceptions, is nota IW is used as a force multiplier B, The copabiFties of the Tollbon, olthough evidence is Emited
new concept or term. HW has Ideclogies are used to discredit legitimacy : ’ :',. o their o;: recent rvh;mw of power within
been defined as “conflict involving a The internet and social media platforms remain key tools of both non- .Wﬂw? via combined methods i in gaining
combination of conventional military state and state actors = public support for o couse.
forces and irregulars... which could include ‘Doing’ narrative security well; discourse analysis, framing and rhetoric, - ,(m:”,,m i :,," mw ,“:,"m
both state and non-state actors, aimed at regardiess of the platform communicate via these methods, is a key : “TTTTTTT""  controlied by the Kuffor. o derogotory term for non-
" " - Muslime. [2] Since their 1994 rise In Kondohar, the Tallbon
achieving a common political purpose” [1). Informatio determiner of campaign success hove fromed themssives os the rghtful rulers of
Warfare (IW) is one of the most important tools toa Asghonieton.
P - = = = s voon During the confict (2001-2004/2015-21). through The Al
hy.brid appro.och and central to modern definitions as : : A : e e e
this poster will demonstrate. P~ promoted Tolibon ideciogy while reporting thes sccesses
= ogoinst the Kabul odministration. branding them as the
‘enemy’. [3] Thus positively contributing to thelr compaign
olongside physical Means.

Case Study 2: Russia

Since the sorty 20108, Russio has Used CYber S0IONORE COUDIed with

1830s 1999 2006 2008 2013 2015

S5th-6th  1980s 2000s 2007 2010 2014

Century

BC state (Russian) forces use IW to destabilise others
and strengthea their own. Concluding that neither
IW nor HW are new, but are witnessing a

And since then... renewed interest with modern technological
IW more specifically involves the manipulation of hmmuws,
information and communication technology in order to
gain advantage over the enemy. Understanding IW is é
crucial, as Russian analysts, among others, argue that ‘\o

IW is the necessary foundation to victory
in a “new generation of war". As the OD c\_‘o Hybrid warfare has been evolving for
above timeine illustrates. OLOG Coﬂ cecturies
‘new’ to what extent MM nin f e e i) emes a2 e M 11r et A wen v e math e Y hmdmmwwmﬁwmdm
is debatable. - THChNOlogies, Such 08 Al ONd the MEtaverss, NS Produced on INCeassd Need
o keep UP’ to effectively counter ongoing ond emerging threats to international peace and security.
Strotegic copabilities beyond fomiliar forms of AWS has provided the backdrop for increased interest.

While troditional hybrid tactics - such os disinformation, praxy conflicts. and economic coercion - remain central.

Al-driven outomation is set to revolutionise military operations by minimizing human decision making. Improving soldier sidll sets with
minimal risk ond cost. and increasing the speed and scale of cyber compaigns. Nations ke Russia and China - where an examination of
the China case study could support this work If taken further - are already investing heavily in autonomous systems. with Russia promi:
to moke 30% of its entire militory force structure robotic by 2025, positioning Al os essential for ‘keeping up” when invoived in modem
conflicts. (6] Without the formation of laws, norms and rules surrounding this technologly’s uses, the future of human security is fraught.
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Commercial drones have become an increasing threat to domestic security. Moving forward, we must take action to
acknowledge this technological change in the environment of hybrid warfare and ensure steps are taken in human
security approaches to peacefully mitigate and protect our nations through the prevention and regulation of such
airpower technologies.

mdmm'mmﬂmmwmlummmmmmmum
their small size and . However, these small air have bacome an increasing concern for
mmmMnmmtmwmmmnmmmmmw
MWMMMMMWIMMMMM terrorist activities.
There now exists a drones and terrorist organisations. Drones are
hm.gm‘ﬂﬂudmﬂﬁnﬂmmmmﬂ-mmmdmhymm
Therefore, this highlights the i of this study ding the current VUCA world environment of today.

'Thlbityuhmﬂmot dividual to conduct multiple simult attacks, at a relatively low cost and with
standoff distance, will lead to the use of drones as a primary tactic of future terrorist attacks.’ (Thomas &

The challenge faced with this topic was uncovered in the lack of academic literature. The novelty of this type of
mmm-mmmmmmMrﬂuwmm
modification. it only further y to act against these threats with agency.

Historically FPV Drones mu.muun-mnmmmm.mammvmm
using 2 explosive drones and In 2015 a drone was used to drop R: House. Drones
mmhm»mmnmmmmnwanlm“mmmwmudﬂm
ﬂﬂw’mnmm in 2017 showing the effectiveness of small drones to infiltrate and
cause major damage possible in the hybrid war setting between Ukraine and Russia 2014-2022. Recently unkown
mmmmmgwwnmwwuwuuunmw.mammwmm
Russia is behind this proving the effectiveness of using drones when in a Hybrid War.

Commercial Drones
and Their Impact on
Domestic Security ina
VUCA World

“What is used on the battlefield
will be apadted and used on

domestic soil”

Neil Basu UK Counter Terrorism

COUNTER
TERRORISM

Some drones are now designed to mimic birds or insects, copying their flight patterns and natural appearance. This ﬁ POLICING

makes them harder to detect with traditional radar and security systems, allowing them to bypass defences

Drones could be used to spread harmful biological agents, such as viruses or toxins, overcrowded areas or vital
resources. Their ability to fly undetected and cover large distances makes them a potential tool for large-scale

security must keep pace. Governments
g1 these growing threats.

aimed to find sources on
analysis of both academic and grey

ing a PRISMA 2020
ity through a comp
Giterature.

Atargeted search was carried out across four primary sources: Google Scholar (1,340 results), Cardiff University
Linrylusml mmmmmmmﬁmmmmmmm

th filt ing results to English-language,
mmmmmwm
mmwwmmamm-n based ir titles and
Through the Mmmm
mmﬂmmm-:mmh-d 1! of grey li ®, 29 sources ly
inclusion in the final ic and 9 non-academic grey [ ..sndrunmnpomud
WM
The PRISMA flow chart the sy i process, 1§ transp. y and
Mnhm mﬁmmdn ,. vide a view, drawing from
es 1 mmmmw ib g the rapidly advancing

-‘—----'—r--hnmennm of global terrorism.
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As drones become mor e y, they raise significant ethical and strategic concerns: (Drone
Theory - Chamayou)

Drones as of Fear £ surveillance by | d ate a climate
wwmmmmmmmw the publi cand

Erosion of

Privacy and Sovereignty
- The use of drones for warrantless surveillance and crowd monitoring challenges legal and ethical boundaries, raising
‘concerns over mass data collection and government overreach.

, their ease of risks

- Drone pilots tasked with constant surveillance and tactical operations may experience stress, desensitisation, and
moral injury, struggling with the implications of remote policing.

Changing Notions of Security and Control

- The shift from traditional policing to surveillance alters the balance of power, potentially leading to a
“security state” wh ntrol is maintai ough itoring rather ity trust.

As drones reshape domestic security, it is crucial to balance safety, privacy, and ility to prevent
‘democratic freedoms.

of

As drone technology evolves, 50 do the methods used by G ism experts must stay ahead by
mmmwwmmmwmmmwmm
terrorism: Regulation, Prevention, and Protection.

1 Regulation: Access & Use
A) Drones are cheap, widely available, and often legally sourced, making for malicious use.
a)m‘mmdmmmmmupmwrmmnm

C) Tech content
mmw«wwm

2 Prevention: Stopping Threats Before They Happen
A) Lone actors and small terrorist cells pose a unique challenge as they operate under the radar of law enforcement.
g»m“mmmmmmmwaunﬂxnm

systems to remove extremist material and

can impr O —ﬂmw’i i P hafo ﬂ.’
escalate.
3.Pr ion: Dy gL C g Drone Attacks Through Detection
Id-mf;qmgmtm-rlq-luld sensor gies, i &
A) RF analysis - Detects ls b drones and their op

B) Acoustic sensors - Idmdmubyﬂumndm

C) Optical sensors - Uses cameras and infrared imaging for visual confirmation.
D) Radar systems - Trl:h&mlmmwvlu;nm

E) Amulti-sensor i

mpr ing and identificats

¥ .

Navigating the VUCA World of Commercial Drone Threats
Inan ingly VUCA world, ial drones present both opp ities and unp d security challenges.
Their rapid adaptability, mmummm:mumwmmmm

mmWWmhﬁﬂsmm bility,
tech companies must work together to impl robust d &
mmmununmwmmsmmaw—#nmmmm

We would like to formally give thanks to Professor Gerri Mathews-Smith and Emma Gall for their time and assistance in
the production of this poster.
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Postgraduate (See notes for additional requirements from doctoral students)

BETWEEN CIVILIAN AND MILITARY WORLDS:
IDENTITY, LIMINALITY AND WELLBEING AMONG MILITARY PARTNERS

Background

Military partners play a crudial role in sustaining family stability and the
mmdmm L, yet their ri

remain ly under- hed. F Locati Y
cycles and loyment can neg ly affect p " mental

health, social integration and career trajectories. Despite policy recognition
of military families, many partners report feeling undervalued within the
forces, highlighting a gap between policy intentions and lived experience.

Research Aim
This research explores how military p 3 tand
identity and wellbeing within the organisational context of active
service Life.

The study focuses on partners of actively serving personnel living in
Scotland, examining how military , social i and
unmmmmnmummm

Theoretical Frdmeworlt

This research integrates L identity per
Social Identity Theory
gl to groups and
communities.

9 Self-Concept Theory
Identity influenced by personal roles, aspirations
and relationships.

However, these theories do not fully explain the
ambiguous position of military partners.
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Narratives

Desired self
Phase 2 - Doctoral Study Design

mamdnudywluuoqmﬂmmmo
lore partners’ lived

Gall (2026)

P -4 PH P

experiences.

Methods
In-depth qualitative interviews
Participants: military partners living in Scotland
Recruitment through armed forces family networks and support

organisations.
This approach enables exploration of meaning, identity
tion and lived experis within military contexts.
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Key themes from literature
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Key Argument
Military partners are expected to sustain the armed

forces system while remaining only partially
recognised within it.

\dentity,

Understanding partner wellbeing therefore requires
examining identity within the organisational and
cultural context of military life.

Implications

This research contributes to:

* improved recognition of military partners as independent
subjects of wellbeing

« better family-inclusive defence policy

= evidence for improved support services for military families

Improving partner wellbeing may also positively influence family
stability, morale and personnel retention within the armed

forces.
Key Sources
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